Pexomenganum a5 kiaueHToB «Ilprnopdanka» OAQ, moJb3ylOIIMXCH CHCTEMOM
HNutepuer-bank Prior Online.

I[aHHaSI I/IH(i)OpMaHI/ISI npeaHasHadyeHa I TOro, gTOOBI IIOMOYh KJIHMEHTaM OO0ECHEYUTH AOJIDKHYIO

0e30I1acHOCTh nepeaavu IaHHbIX Y€pPEC3 I/IHTepHCT IIpH UCIIOJIB30BaAHUU I/IHTCpHCT-BaHKa.

e VYCTaHOBUTE Ha KOMITbIOTEpE, KOTOpHI Bbl mcnons3yete s paboTsl ¢ cuctemoil MuTepHeT-baHk,
aHTHUBHPYCHOE IporpaMMmHoe obOecreucHne u MexcereBoii okpan  (firewall), macrpoiite
UX B COOTBETCTBUU C PCKOMEHAAIMSMH [OCTABIMKA. PErylspHO ycTaHaBIMBAaWTE OOHOBICHHSI
0€30MacHOCTH.

e [Ilpu oTkpeiTHH caiiTa Www.prior.by ybemutecsh, uto Bame coemuHeHue ¢ OAaHKOBCKHM CEpPBEPOM

MIPOUCXOJUT B 3alMIICHHOM pexxuMe (1o [poTtokony SSL).

e OrkirounTe ABTO3alOJHEHHE/COXpAaHEHUE CTPAHUIl, a TaKXKe MpoBepbTe, 4ToObl Bam Opaysep

HE JIOMYCKaJl COXpaHeHUs KoH(puaeHnuanpHbix crpanunl (SSL-page). He cornamaiitech Ha
npeUIoKeHne Opay3epa COXpaHUTh MapOoJIb IS MOCIEIYIOIEro BXO/a.

e Hukorma m HM NpPH KaKUX OOCTOSTENBCTBAX HUKOMY HE TepeAaBaiiTe CBOM CEKPETHBbIC MapaMeTphl

(moruH, mapoisib s BXOoAa, ABTOpU3AIlMOHHBIN KOJ). O3HakomMbTech ¢ [lOMMTHKON O€30MacHOCTH,
npussToil B «IIpuopbank» OAO.

e [lpunymaiite cebe Hanéxusble [laposb 1 ABTOPU3aLIMOHHBIN KOJI.

e He coxpansiiTe CBOM JIOTHH, TAPOIb ISl BX0Ja U ABTOPHU3AIIMOHHBINA KO Ha KOMIIbIOTepe/Iu(poBoM
HOCHTEIE, JOCTYIl K KOTOPOMY UMEIOT APYTHE JTULA.

e He ucnons3yiite s MHTepHeT-baHka JOrMH M mapoiib, KOTOPBIE YK€ HCHONB3YIOTCA Bamm s
aBTOPU3ALMH HA caliTaX COLIMAIbHON CeTH (MHTEpHET-Mara3uHbl, 4aThl U IPYTHE).

e KoHTponupyiTe BpeMs CBOEro MOCIEIHETO MOCEUICHUS CUCTEMBI:

KoHcTanTuH MeaHoBwd lMNeTpoe

MocneaHuia Bxon 29.04 2016, 8 12:45:12

YueTHanA zanucb

Mpodune nog MK @

Mpodwune nog nnadwer

Konua MNpodwmns nog MK

° Bcerz[a BBIXOAUTE U3 CUCTCMBI ITO CCBIIIKE ((BBIXO,I[ N3 CUCTEMBbDY».

e Waran Mapk 3axapoBuy ~ = | BoliiTi


http://www.prior.by/

IToamTHKa 0€30MaCHOCTH

HuxkTto u3 paboTHHKOB 6aHKa, ULl U OpraHU3allkii, CBI3aHHBIX C OAHKOM, UM KTO ObI TO HU OBLJIO HUKOT/AA
U HU NPU KAKUX OOCTOSTENHCTBAX HE MOXET M HE JOJDKEH HPOCUTh JIMOo TpeOoBaTh MPeaoCTaBICHUS
KOHQUACHIHAIbHOH  MH(pOpMAIMU,  Kacalolelcs  3JEKTPOHHBIX  KaHaloB  obOcmyxuBaHus. K

KOH(HUISHIIHAITBHOU HH(OPMAITUH OTHOCATCS:

Hapom; Ha BXOO B CUCTCMY,
ABTOpI/IBaI_II/IOHHHﬁ KO, HCHOJ’IBSy@MHﬁ npu HaCTpOﬁKC " IPOBCACHUUN njaTexei B cuctemMe,

CTapTOBBIﬁ JIOT'UH, pacneanaHHLHZ B 3asBJICHHHU HA MMOAKIIOYCHUC,

WD

Wms nmonb3oBaTens B cucteme,
5. Howmepa kaptouek, PIN-xomel u npyras uHdopmanus, pasMelleHHas Ha  IUIACTUKOBBIX

KapTOYKax.

Pasrnamenne ykazaHHOW HMH(POpPMAIMH MOXKET CO3AaTh MPEANOCHUIKH K OCYIIECTBICHHIO B OTHOLICHHH
Bac MomeHHHYeCKUX JeHCTBUI U TPUBECTH K (PMHAHCOBBIM U MOPAJBbHBIM MOTEPSM, Kak A Bac, Tak u s

banka.

B ciryqae oOpamenus k Bam mo TenedoHy, mocpeIcTBOM MOYTOBBIX WIIH JIEKTPOHHBIX PACCHUIOK, JIMYHOTO
6o Tr000TO APYroro 3ampoca Ha MPEJOCTaBICHUE YKAa3aHHOM HH(OpPMAIHH, MOXKaTyicTa, HEMEIICHHO

coo0nmTe 00 ITOM COTpyIHUKaM OaHKa
e 10 Tenedonam: +375 17 289-90-87, 487 (Velcom, MTC wnnm life:)), 187 o r. Muncky,
+375 17 289-92-92 (xkpyriocyTo4HO),
e uepe3 popmy obparHoii cs3u https://www.priorbank.by/feedback

e 10 (akcy: +375 17 289-91-91 nubo m006IM IPYrUM CIIOCOOOM.



IIporoxoa SSL

SSL (Secure Sockets Layer) — 3To mpOTOKOJ, KOTOPBIHA 3allMIACT JaHHBIC, MEePEeChIaeMble MEKIY
BeO-0003peBarensmu (Opayzepamu) u BeO-cepepamu. [Ipu paboTe 3TOro MpoTOKOIa CO3/1aETCs 3alMIIECHHbBIHI
KaHaJl, Mo KOTOpoMy MH(MOpMAIUs MOXKET MepeaaBaThbcs MEKIY Opay3epoM U CEpBEPOM B 3aKOJAMPOBAHHOM
BHUJIE, C TEM, YTOOBI HUKTO HE CMOT UCKa3UTh HH(OPMAIIMIO WIIH ITOTYYUTh K HEH JOCTYI.

JIrobast cTpanuIia, dyeil agpec HaunmHaercs ¢ https, mepemaeTcst B 3anMINEHHOM BUE C TOMOIIBIO SSL.

bykBa «s», moOamnenHass k 3Hakomomy HTTP (Hypertext Transfer Protocol), o3nawaeT secure, TO ecTh
«3AIMIIEHHBII.

[onp3oBaTesiM HE HY)KHO TPEANPUHUMATH HUKAKHX CICIIHATBHBIX JCHCTBUN, YTOOBI TEPEKITFOUUTHCS
Ha SSL-coemnHeHNE — KIIMEHTCKas mporpamma SSL BcTpoeHa B Opaysep.

Kak MPOBEPUTD, YTO COCAUHEHUEC ITPOUCXOAUT B 3AIMUINCHHOM PEKUME.

Ber MoxeTe mpoBepuTh MoIMHHOCTE cepTudukara (SSL) cepsepa Unrepuer-banka Prior Online, menkuys
Ha 3HaYKe 3aMIICHHOTO COSANHCHMSL:

2 | Internet Explorer 6 &  Internet Explorer 7 & | Mozilla Firefox 2 % Opera9
CepTudukar [ —— @i"

Obwpwe | Cocrae | MyTb CepTHEbHKaLI,HH|

R CeepneHna o ceprwbukarte

3ToT CepTHHKAT NpegHazHavYaeTCcA ona:

o OBecneuneaeT nony4yeHue H,EI,EI-FI'HdJHKaLLHH 0T YOaNneHHOoro
KOMNBHTEDG

* 0onoNHUTENbHBIE CBEASHWA - B 33ABNEHKH LLC.

v L priorbank 35 [BY] |0
Il KoMy BoiaH: wwnw.prior.by

x

t_ } WaeHTudwvkauma seb-ysna i

Kem BoigaH: thawte EV SSL CA - G3

thawte onpegenun eb-ysen Kak:
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Bb10op HaxexKHOTO apoJis

Hanexublii maponb — 3TO Takod mapoiib, KOTOPBIA TPYAHO Yrajarb, HO JIETKO 3alOMHUThH. ClMIIKOM
CJIOKHBIE TTAPOJIH, CKOpPEE BCEro, OYAyT 3alMCaHbl U BCJIEACTBUE 3TOIO CTAaHYT HEHAAEKHBIMHU.
UtoObl maposb OBUIO TPYAHO yrajaTh, OH JOJDKEH 00JazaTh CHEMU(PUISCKUMU CHHTAKCHYECKUMH

XapaKTepUCTHKAMHU.

I[Ipu BEIOOpE MApOJIs KENATEIBHO CIEA0BATH CIEAYIOIMM ITPaBUIIaM:

e [laponb HOMKEH COCTOATH, 110 MEHBILIEH Mepe, U3 6 3HAKOB (YeM JJIMHHEE MapoIib, TEM JIy4lIe);

e [laponb momKeH MpeACTaBIsATh OO0 coueTaHUe 3arjiaBHBIX M CTPOYHBIX OYKB JTATHHCKOTO al(aBuTa,
u(p U, €CIIM BO3MOXKHO, CTIEIICHMBOJIOB,

e He cnenyer BbiOMpaTh B KadecTBe Maposis (YTOOBI MCKIIOYUTH BEPOATHOCTH OIPENEICHUS IMapoJis
myTeM Tepebopa) coBa, CONEPKAIMMXCS B CTAHJAPTHBIX CIOBapsAX: MMEHA, COKpAIICHUS, CIIOBA, B3STHIC
U3 cioBapei (BKIIFOYasi HHOCTPAaHHBIC CIIOBAPH) HITH JIOTHYECKHE MTOCIIEA0BATEILHOCTH;

e [laponb He HOIDKEH COAEpKaTh B ceOE IMOBTOPSIONIMXCS TOCIENIOBATEIBHOCTEH 3HAKOB (HAIpUMED,
B CJIOBAa «access» COJNEPKHUTCSA OONbIle IBYX HACHTHYHBIX 3HAKOB, CIEAYIOIMMX IPYr 3a JIPYyrom),
OYEBUIHBIX IIOCIIETOBATEIIFHOCTEH WM Y30pOB, 00pa3yeMbIX CHMBOJIAMH, HAHECEHHBIMH Ha KJIABHIIN
KJ1aBuatypsl (Hanpumep, asdfghjkl umm erdfev).

o [lepemerxkaiiTe KOpOTKHME cjiOBa IU(PpaMH HIM  CICHUAIBHBIMH  CHMBOJAMH, HalpHMep,
this;Is:One.good:PassWord i 3Doggiesareloud!

e Co3pmaBaiiTe a0OOpeBHaTypy W3 HayaJdbHBIX OYyKB CJIOB, COCTaBISIIOINMX IPEUIOKEHHE, KOTOpOe
BBl MOKETe 0e3 Tpyga 3amoMHMTh. Hampumep, Bbl MOXeTe cocTaBuTh aOOpeBuarypy Tpfissivhte

U3 HavaJIbHBIX OYKB cJ0B B npeaioxennn «This password for the security system is very hard to crack».

ABTO3an0/IHeHUE/COXPaHEHHEe CTPAHUIL

e Ilpum 3ampoce oxHa o00o03peBaTens 00 MCIOJNB30BAaHUM aBTO3AMOJHEHUsT TMojiel (opMbl (JOTHHA
W TIapoJisi) CJEQyeT OTKa3aThCs OT JaHHOW (YHKIWU. Eciu BO3MOXHOCTH aBTO3AMONHEHUS JMYHOM
nH(popMmaiuu B hopmax Bamero 0003peBaTes y)Ke aKTHBU3HPOBaHA, BbI MOXeTe OTKIIOUUTH 3Ty QYHKIIHIO
BPYUHYIO B HacTpoiikax oOo3peBarens. [lns storo BamM HeoOXoAMMO YCTaHOBUTH COOTBETCTBYIOLIE
mapameTpel B MeHIO  «CepBuc»(Tools) ->  «CgoiictBa  oOo3peBarenms»(Internet  Options)  ->
«Conepxanue»(Content) -> «ABro3anonaenue»(AutoComplete).

eYrtoOpsl Bamr o6o3peBaTens He AONMyCKaad COXpaHCHHS KoH(UIACHIHMAIbHBIX crpanui (SSL-page),
HEOOXOAMMO OTKIIOUNTh GYHKIHUIO ¢GopM B ycTaHoBkax Bamero o6o3pesarens. [ns sToro Bam
HEOOXOJAMMO YCTaHOBUTH COOTBETCTByIolme mapameTpsl B MeHio «CepBucy»(Tools) -> «CaoiicTBa
obo3peBarensi»(Internet Options) -> «Copepxanuen(Content) -> @Dopmber (Forms) 310 momoxer

HC COXPAHATH JaHHBIC (Haponb ITOJIB30BaTCJIA, UM I1OJIB30BATCIIA 1 I[p) Ha XECTKOM JHCKE.



